LESSON 2: Barriers to a Free Philippine Press

WORKSHEET

Press Freedom
in the Philippines

Research about a specific case study related to the press freedom situation in
the Philippines. Evaluate how the barriers to press freedom in each case study
relate to the WPF Index Press Freedom Indicators. Propose an intervention or
solution to the case study.
Facts of the Case
•

Stakeholders: Who are the individuals, groups, and institutions involved in
the case?

•

Events: What are the key events of the case? Provide a timeline.

•

Arguments: What are the key arguments of the parties involved?
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Name:
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Implications: How does/did the case study affect the public, the media
workers, the media profession and industry, the government, and
democracy, in general?

Press Freedom Indicators
•

Which of the seven WPF Index indicators are most relevant to the case
study? If you are to assess each indicator based on facts of the case study,
which rating will you give (1 - worst to 5 - best) and why?

Interventions
• What interventions could be done to address the challenges against press
freedom in the case study?
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•

LESSON 3: Watchdogs Against Impunity

WORKSHEET

Digging Up the Facts:
2009 Ampatuan Massacre

After viewing the following videos about the 2009 Ampatuan Massacre case: (1) Trial
of the decade: Highlights of Ampatuan massacre case (animated explainer) and (2)
No closure yet in Ampatuan massacre convictions (news report), answer the following
questions:
What is the sequence of events that happened in the Ampatuan Massacre case?

What human rights violations were committed in this case?

How did it earn the Philippines the label of being the deadliest peacetime country for
journalists in Southeast Asia?

Why is the Ampatuan Massacre Case considered the “Trial of the Decade”?

Despite the Ampatuan Massacre guilty verdict, why do some groups say that there’s
still no closure in the case?
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Name:

LESSON 5: Protests in the Digital Era

WORKSHEET 5A

Mass Protests and Movements
Before the Digital Era

Name:
Part I. Facts of the Case. Fill in the blanks with the correct information about the case
study assigned to you.

Location:
Start date:

End date:

Notable leaders and participants:

Number of protesters:

Casualties (if any):

•

What caused the movement/mass protest?

•

What are the key goals of the movement/mass protest?

•

What are the methods and strategies employed by the protesters?

•

What is the immediate aftermath (results) of the movement?
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Case study:

•

What are the long-term effects of the movement?

•

What global impact (if any) did it bring?

•

How is the event memorialized or remembered today?

Part B. Insights on the Case. Fill in the blanks with your insights on the case study.
•

What are the successes and failures of the movement/protest?

•

What can we learn today from this event in history?

•

How different will it be if social media and mobile technology already existed
during this time?
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LESSON 5: Watchdogs Against Impunity

WORKSHEET 5B
4B

Mass Protests and Movements
During the Digital Era

Name:
Part I. Facts of the Case. Fill in the blanks with the correct information about the case
study assigned to you.

Location:
Start date:

End date:

Notable leaders and participants:

Number of protesters:

Casualties (if any):

•

What caused the movement/mass protest?

•

What are the key goals of the movement/mass protest?

•

What are the methods and strategies employed by the protesters?

•

What is the immediate aftermath (results) of the movement?
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Case study:

•

What are the long-term effects of the movement?

•

What global impact (if any) did it bring?

Part B. Insights on the Case. Fill in the blanks with your insights on the case study.
•

What are the successes and failures of the movement/protest?

•

What can we learn today from this event in history?

•

How different will it be if social media and mobile technology already existed
during this time?
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LESSON 6: Countering Hate Speech

WORKSHEET

Responding to
Hate Speech

Name:

Omary is a twelfth grader at the local senior high school. Omar is a Maranao and
a bakwit from Marawi. Online, his social media has pictures of him and his family.
Many of his friends and family have made comments on the pictures in Maranao
language. A student from his school sees the pictures and makes anonymous,
derogatory comments about Omar's family, including comments about being
terrorists and accuses him of causing trouble in their school for being a Maranao.
Some other students see these derogatory comments and anonymously join in.
1. Think about your experiences at your school and what your school is like. Could
a scenario like this happen at your school? How likely would it be? Make sure to
include your reasons when you share.

2. If a scenario like this did happen at your school, how would you react? What
actions would you take, and why?

3. How do you think can we respond to hate speech?
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Read the scenario and imagine how you would respond to the situation. Answer the
questions provided below.

LESSON 6: Countering Hate Speech
Countering Hate Speech
Campaign Challenge

Item

Score

CAMPAIGN CONCEPT: Background information about the campaign
•

Group identified a local issue to focus on for their counter speech
campaign.

•

Group gathered primary and secondary data relevant to local issue
to support campaign concept

10

10

TARGET AUDIENCE: Identified a specific target audience for the initiative, product,
or tool, and specified a precise messaging goal tailored to the target audience.
•

Group provided specific details and descriptors of the ideal
candidate to discover the campaign.

10

CAMPAIGN CONTENT: Social or digital initiative, product or tool focused on
inspiring a mindset shift to counter hateful and extremist narratives.
•

Group provided a clear key message to communicate to the
target audience; they included a slogan to effectively convey the
message.

TOTAL

20

50
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LESSON 7: Dealing with the Infodemic

HANDOUT

Four Themes of
COVID-19 “Fake News”

In this lesson, we are going to look at some of the most common COVID-related “fake news”
that are categorized into four main themes according to First Draft, the leading nonprofit
organization conducting research on misinformation and disinformation.

“Fake news” thrives in a situation
where verified facts are lacking. Since
we are naturally curious, we always try
to fill in the gaps of our knowledge.
We tend to make sense of every new
piece of information we encounter
based on what we already know.
When news came out about this new
strain of coronavirus in December, as
reported by Chinese authorities to the
World Health Organization (WHO),
theories about where it came from
quickly flooded social media. There are
conspiracy theorists who claim that the
coronavirus is a bioweapon concocted
by the Chinese government to target
the United States.

SOURCE: https://www.buzzfeednews.com/article/
janelytvynenko/a-site-tied-to-steve-bannon-is-writingfake-news-about-the

2. How it spreads
Many false claims about the coronavirus
bank on our sense of fear and confusion.
This is especially true when it comes
to information about how coronavirus
spreads. The WHO website has devoted
a section to countering such false
claims like the chances of COVID-19
being spread on shoes and infecting
individuals (yes it can, but it is very low);
the transmission of COVID-19 through
houseflies (no, there’s no evidence for
it); and the transmission through 5G
mobile networks (no, virus cannot travel
on radio waves and mobile networks).

SOURCE: https://twitter.com/WHO/
status/1246836558138880001
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1. Where it came from
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Bad advice about treatment and cures
are the most common and widely spread
“fake news” about COVID-19, and it can
have serious consequences. Not only
does it prevent people from getting the
proper care they need, it can cost lives
too. In Iran, 44 people died and hundreds
were hospitalized after drinking homemade alcohol to protect themselves from
the disease. Every day, new speculations
about home treatments like drinking hot
water mixed with salt, symptom checks,
and vaccines go viral online.

SOURCE: https://www.facebook.com/
gmapublicaffairs/photos/nakamamatayang-pag-inom-ng-methanol-ethanolat-bleachginagamit-ang-methanoleth/10157909817181066/

4. How we are responding
As most people try to observe stay-at-home
protocols, many rely on social media to get
updated on how other people are doing.
From photos or videos that show people
panic buying to news about relief distribution
or the transport situation, many of these
are shared online without verification. As
the government introduces new measures,
loads of misrepresented pictures and
rumors emerge. It is unfortunate to see an
outbreak of political “fake news” in the midst
of a health crisis. But this is something we
expect in a polarized society such as ours.
For instance, photos from the Independence
Day rally held in UP Diliman amidst the
COVID-19 lockdown were digitally altered
to show that the protesters comprised a
smaller crowd than the actual.
SOURCE: https://verafiles.org/articles/
vera-files-fact-check-photo-june-12-protestmanipulated-show

*Note: This handout is based on the #IWASFAKE Basic Remote Learning Course on “Dealing with
Disinformation Amidst the Infodemic”, an OOTB original resource published online last October
2020. The complete course can be accessed at ootbmedialiteracy.org/iwasfake.
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3. Symptoms and Treatment

LESSON 8: Our Obligation to the Truth

HANDOUT

How to Verify
User-Generated Content (UGC)

Here are three key questions and practical tips on how to verify UGC and any piece of information
you come across online:
There are too many imposters online using fake accounts, so you must always verify people’s
identities. Are they who they say they are online? The most commonly faked accounts are
those of journalists, news organizations, politicians, and celebrities.
Aside from imposter accounts, you should also be wary of internet trolls and bots. These
are social media profiles that make rude and confrontational comments online with the goal
of provoking strong emotional responses. Often, these accounts are fake and are produced
in thousands to millions inside so-called “troll farms.” It is becoming more and more difficult
to detect trolls as their profiles are created to be more unique and sophisticated. But one
strategy that remains effective is to locate the original uploader of a content and evaluate
whether a piece of false content is spread in a coordinated manner through trolls (i.e. Are
the posts copy-pasted, or do they follow a certain script?)
2. Is the content authentic?
It is no secret anymore how easy it is to make a fake photo, video, tweet, or document. And
yet, people are still so quick to fall for anything that captures their attention. Manipulated
content (genuine information or imagery that is edited to deceive) and fabricated content
(new content that is 100% false and designed to deceive and do harm) are uploaded in
hundreds or even thousands online every day.
One important skill you must learn in testing the authenticity of an online content is using
Reverse Image Search. This technique allows you to check if an image is being recycled to
support a new claim or event. By checking one or more image databases (with billions of
images), you can track where an image has appeared elsewhere in the internet. Take note:
If a reverse image search does not show you results, it does not automatically prove that the
image is original; you still need to do additional checks.
3. What do other sources say?
Lateral reading is the process of finding multiple sources to either confirm or disprove
a piece of information. When online, you do this by opening a new tab and searching
for keywords to find out. This is opposed to ‘vertical reading’ which means staying on a
webpage to look for information and evidence. When Googling, remember, the top result
is not always the best and most credible result. Take the time to scan different results and
open multiple tabs.
*Note: This handout is based on the #IWASFAKE Basic Remote Learning Course on “Dealing
with Disinformation Amidst the Infodemic”, an OOTB original resource published online last
October 2020. The complete course can be accessed at ootbmedialiteracy.org/iwasfake.
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1. Who’s behind the information?

LESSON 8: Our Obligation to the Truth

WORKSHEET

Verification
Checklist

Name:

Source:
•

Where did you encounter this content?

•

Is this source trustworthy? Why?

•

Can the original source be traced? Who or what is it?

Authenticity:
•

Is the content manipulated or modified? How?

•

Have the images appeared elsewhere? For what purposes?
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Using available digital tools, verify a piece of content or a breaking news story posted
online. Answer the following items below.

•

Where did elements (images and text) originally appear, and for what purpose?

•

Identify the tools you used to authenticate the elements.

Facts:
•

What are the missing or misrepresented facts and contexts?

•

Identify at least three verified sources that confirm these facts.

Final Verdict:
•

What is your conclusion on the piece of content?
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LESSON 9: Picking Propaganda Apart (Part I)

HANDOUT

Propaganda
Techniques

Recognizing propaganda means identifying the most common techniques to successfully
influence people.
Activate Strong Emotions
Propaganda plays on human emotions—fear, hope, anger, frustration, sympathy—to direct
audiences toward the desired goal. Skillful propagandists understand our psychological
vulnerabilities very well. They tailor messages to peoples’ fears and prejudices to create
a sense of excitement and arousal that can stifle critical thinking. Labeling is one effective
way to activate strong emotions. Using the right labels can intensify the most crucial of
emotions—from fear, pity, anger, arousal, compassion, hatred, to resentment.
2. Simplify Information & Ideas
Propaganda is indifferent to the truth; it may use accurate information, half-truths, opinions,
lies, falsehoods, or a mix of everything. Successful propaganda are those that tell simple
stories that are familiar to the public, often using metaphors and imagery to make them seem
like “common knowledge.” Oversimplification works best when catchy and memorable
short phrases become a substitute for critical thinking. In situations of uncertainty, people
naturally seek to reduce complexity.This, however, becomes a barrier to knowledge and
genuine understanding.
3. Respond to Audience Needs & Values
Effective propaganda is always targeted. They convey messages, themes, and language
that appeal directly to specific groups within a population. From basic identity markers such
as gender, race, age, class, and religion, to people’s hobbies, interests, and favorites—these
are all crucial to a propagandist who produces carefully crafted messages. By creating
content that appeals directly to the needs, hopes, and fears of specific groups, propaganda
becomes personal and relevant. When messages are personally relevant, people pay more
attention and absorb information and ideas better.
4. Attack Opponents
Propaganda has always functioned as political and social warfare to identify and vilify
opponents. It can make a case for questioning the credibility, reputation, and even the
character of one’s opponents and their ideas. Creating controversy is a strategy often used
by propagandists. It works well because people are naturally attracted to conflict. Attacking
opponents also encourages “either-or” and “us-them” logic which prevent the consideration
of more complex information and ideas. When individuals are discredited or excluded from
debate, it incites either hatred or indifference.

#MIL4Democracy Handbook

“Fake News”, Propaganda, and Post-truth

1.
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SOURCE: OPS, PCOO distances from NTFELCAC's Facebook post vs ABS-CBN - Tech
Beat Philippines

SOURCE: Probe ordered on Army’s manipulated
NPA photo | Philstar.com

The first example is a snapshot of the post of the National Task Force to End Local
Communist Armed Conflict (NTF-ELCAC) that sought to discredit the franchise renewal
of ABS-CBN. Media outfits exposed and condemned the NTF-ELCAC propaganda as
disinformation.
The second example is a photo released by the Armed Forces of the Philippines (AFP)
as documentation of their anti-insurgency operations. The “evidence” is obviously
manipulated.
What strategies do these examples of propaganda use to elicit attention from audiences?
*Note: This handout is based on Media Education Lab’s Mind Over Media resource
platform accessed at https://propaganda.mediaeducationlab.com/techniques.
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Here are some examples of propaganda:

LESSON 9: Picking Propaganda Apart (Part I)

WORKSHEET

Sources of
Propaganda

Name:

•
•
•
•
•

Government agencies and officials
State media
Political blogs and YouTube channels
Political parties
Non-government organizations
Example #1

Platform/s (e.g. TV, radio,
newspaper, Facebook, YouTube)
Provide URLs for online platforms

Personality(ies) linked to it (e.g.
Spokesperson, content creator,
host)
Describe the personalities by identifying
their affiliations, professional background,
networks

Estimate reach / Audience

Key propaganda messages

Sample propaganda content

Propaganda technique/s used in
contents
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Identify three (3) examples of a specific type of propaganda source. Remind the
class to get examples across the political spectrum. Analyse the propaganda source
and complete the items in this worksheet. Here are some of the common sources of
political propaganda:

LESSON 11: The Post-Truth Problem

WORKSHEET

Targeting
the Weak

Name:

Use fake news generator apps (Break Your News or Classtools.net) to create your “fake
news” headlines.
Audience Groups
Misogynists

These are the women haters. They exhibit hatred,
dislike and mistrust against women.

Anti-activists

These individuals and groups aim to discredit,
distract, and even harass activists who are part of
voluntary social movements.

Anti-Duterte Groups

While the Duterte administration has enjoyed massive
support throughout its term, it has also received a
great amount of criticism and protests, particularly on
the government’s “war on drugs” policy and COVID-19
pandemic response, among others.

Marcos Loyalists

A Marcos loyalist is someone who continues to
support and follow deposed Philippine dictator
Ferdinand Marcos and his family. Despite countless
accounts of plunder, corruption, torture, and extrajudicial killings, the Marcos family, who is making a
comeback in national politics, retains strong support
from so-called "Marcos loyalists".

OFWs

Overseas Filipino Workers (OFWs) is a term
used to refer to Filipio migrant workers.
According to a report, there’s an estimated
10 million OFWs working abroad as a way of
escaping unemployment, low wages, and limited
opportunities in the Philippines.

#MIL4Democracy Handbook

Headline

“Fake News”, Propaganda, and Post-truth

To further understand how the post-truth phenomenon works, try being inside the mind
of a “fake news” peddler. Exploit people’s biases, beliefs and vulnerabilities and come up
with “fake news” headlines that target specific audience groups.

LESSON 12: Digital Identities and Footprints

HANDOUT

What are the elements of your
digital identity?

You also tick a box that prompts you to agree with the platform’s terms of use
including the privacy policy ; otherwise, you cannot push through with your online
account registration. Your consent to the terms will authorize the online platforms to
use your personal information for very specific purposes enumerated in the agreement.
The platform also guarantees that it will protect your personal information.
Almost all of us tend to tick the agreement box without thoroughly reading the lengthy
terms or conditions. We seem to trust that the platform will responsibly use and secure
our data. Or, we believe that having a social media account despite its potential harms is
better than the probable loss of opportunities for disconnecting with the online world.
This cost-benefit analysis is a compelling reason to be extra careful. We do not pay any
centavo when we open an account, so why does the platform lure us to be part of its
ecosystem? How does the platform earn from us?
The second component of your digital identity plays an important commercial role
to sustain the platform’s business model and support your free social media use. The
following elements comprise your digital footprints and subsequently your digital identity:

1. Creation of content: Users usually curate their content. They make sure that a post
is pleasing to an imaginary public whom they expect to react. But even without
engagement from the public, looking and feeling good about one’s self is fulfilling,
as the image or post is already documented in the digital world which the user can
refer back to anytime. Social media platforms provide an opportunity for users to
recreate themselves, at least virtually. This recreated self confirms the concept of
multiple identities depending on who we deal with. The social media content we
post is just one of our identities. Such has a counterpart in the offline world: We
change our self-presentation depending on who we will face. We have a way of
dealing with close friends, another for teachers, parents, and another for strangers.
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Digital identity is a summary of your information and activities in digital form. Your
unique username every time you sign up for an online account is one component of your
digital identity. Social media platforms such as Facebook, Twitter, Instagram, TikTok, etc.
or the online accounts of government and private entities collect personal information
from you such as your real name and date of birth. These platforms may use your digital
data to further understand who you are including your preferences.

LESSON 12 | HANDOUT: What are the elements of your digital identity?

2. Patterns of use: Social media platforms have a way of recording your pattern of
use that reflects your preferences and interests. Social media have algorithms or
“mathematical calculations used to understand user habits and customize social
experience” (Matelski, 2018). Algorithms filter and organize what the users can see
on their social media feed such as advertisements.
You will realize that algorithm is at work if an advertisement suddenly pops up in
your social media feed. You probably clicked on the advertisement of a Japanese
restaurant, for example, and in a few minutes, several ads about restaurants offering
this cuisine are beginning to populate your feed. Initially, you may enjoy the power of
algorithms to make your content search much easier through the recommendations
of relevant content. In the long run, however, if you do not control your social media
settings that will deactivate the appearance of similar ads, the algorithm will clutter
your feed and unknowingly hook you to these contents. Imagine an 8-year-old
sibling who has a social media account and who once clicked a violent video. The
algorithm will feed your sibling with the same content over and over again. Constant
exposure to violent content will be unhealthy for your sibling, isn’t it?

3. Levels of engagement: Social media users engage with the content of other users
either through reactions (e.g. like, love, care, laugh, wow, sad, and angry), comments,
shares, and downloads. The time spent in social media, types of content and people
that users interact with, and the comments contributed in threads all help compose
the digital identity.
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In social media, sometimes due to emotional peaks, users post anything regardless
of other people’s opinions. This courts a digital risk. Uncivil comments, for example,
will stay on the platform unless the user deletes them. Others may do a screengrab
of the uncivil remarks and report the user who posted them. The screengrab can
turn into a piece of evidence and implicate the user legally and or reputationally. It
can be turned over to the user’s school principal or superiors in the workplace for
disciplinary action. Inversely, an inspiring online message, a beautiful photo or work
of art, or participation in an online advocacy can be rewarding.
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4. Community standards and policies: All social media platforms implement
community standards and policies that account holders/users must agree on before
they can use the platform. These standards and policies guide the interaction of
all users who come from diverse backgrounds and geographical locations. The
standards identify offensive content and online behavior or those that violate the
universal principles of respect, equality, diversity and inclusion, etc. Users abide by
these policies to support the online community’s common pursuit of shared use
of the virtual space and to avoid the suspension or loss of their accounts or avoid
the ire of other users who may be offended by a post that violates the community
standards.
In sum, digital footprints and identity are intertwined. Your footprints are traces of what
you do online—your posts, likes, shares, comments, participation in online games, online
search results, activation of geolocation—which when combined can partially make up
your digital identity. Who mines or puts together your digital footprints to make sense
of your digital identity? Social media platforms can do this and may share your data
with advertisers who pay the platform to reach a group of users who have the same
characteristics on record. Therefore, be cautious of your digital footprint. You cannot be
an open book. Just like in the physical world, we select the kind of information we share
according to the types people we engage with. Social media should be no different
even if a virtual identity does not need to be a replica of the offline identity. Always
remember: The digital footprint is there to stay in the digital world; it will be a segment
of your digital identity. How do you want to be known digitally?
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Social media allows the creation of an online community composed of like-minded
individuals. For example, dog or coffee lovers can form an online group where they
can privately share tips and photos or plan meet-ups. Or outside of this private
group, a public post can generate several reactions from a network of friends. All
of these interactions are insights into your digital identity and while you are actively
engaging with your nodes or circle of friends and sometimes with audiences whom
you do not personally know, the algorithm is working quietly to lurk on the content
that you like, dislike, or neutral about.

LESSON 12: Digital Identities and Footprints

WORKSHEET

Protecting Our Digital Identities

Name:

Guide Questions:
•

What triggered Yeng Constantino to post about her experience in her vlog?

•

What was Yeng Constantino complaining about?

•

Why should one avoid posting online during an emotional peak?

•

Yeng Constantino received a massive flak from the netizens. What does this audience
response say about one’s right to post and comment on other people’s post?

•

Yeng Constantino eventually apologized to the public for posting her sentiment.
What could have been done to avoid any unnecessary public apology?

•

Why is audience response to a social media post crucial to upholding a digital right?
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Discuss and analyze the case of singer Yeng Constantino who was bashed online for
“doctor shaming” after she uploaded a video lambasting the medical treatment her
husband received in Siargao, Philippines.

LESSON 13: Online Self vs Offline Self

WORKSHEET

WHICH ME SHOULD I BE?
On Self-expression and Identity

*adopted from DIGITAL LITERACY AND CITIZENSHIP IN A CONNECTED CULTURE
© 2010 www.commonsense.org

Online/Offline Maria
Maria is a 13-year-old girl. She has many different parts to her personality, on and off
the Internet. These identities are influenced by the roles she plays and the settings she
is in. These personalities or roles include:

Online

Offline

• trumpet player in the school
band
• forward on the soccer team
• big sister to two younger brothers

• Student25, Mrs. Harrison’s Class, on
the school website
• ScaryMaria, a critic of scary movies
who writes reviews at www.
commonsense.org/
• archergal5, a gamer on Runescape
(an online medieval multiplayer
game)

The following diagram describes where Maria expresses each one of her identities,
and what each one is like. There are a lot of differences, but some similarities, too.
Online/Offline You
You have different aspects to your personality, too. Name three aspects of your offline
personality. Think about who you are in person, in school, and with your friends and
family. Also think about your favorite offline activities.
Now name three of your online personalities. Think about who you are when you are
on the Internet or your cell phone, and what sites you use. Include any screen names,
profile names, or avatars you use. Describe what you are like in each role.
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Name:

LESSON 13 | WORKSHEET: Which me should I be?

Offline

After completing the diagram, compare your offline and online selves. What do you
notice? Discuss the following questions in your group:
•

What similarities do you see between your offline and online self?

•

If any,what differences do you see between your offline and online self?

•

Why do you think you might act differently online than you do in person?
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Online

LESSON 18: Digital Rights (Part II)

WORKSHEET

Digital Campaign
Strategy Plan Template

Campaign Title
Team Members

Social Media Page(s). Write here the URLs or handles of the social media account/s that you
will use for your campaign.
Platform

URL or Handle

Facebook:
Twitter:
Instagram:
YouTube:
Others:
Digital Rights Challenge. What do you want to solve?

Reasons why this issue is important. What are the causes and effects?

Vision of Change. What do you want to achieve?
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Team Name

LESSON 18 | WORKSHEET: Digital Campaign Strategy Plan Template

Key
Stakeholders
of Audience

Advocacy
Messages

Methods of Engagement
Communication
Materials

Activities or
Events

Media
Channel

Scope

Achievements
or milestones

Timeframe

Resources
Needed

Achievements
or milestones

Timeframe

Resources
Needed

Advocacy Objective # 2
Key
Stakeholders
of Audience

Advocacy
Messages

Methods of Engagement
Communication
Materials

Activities or
Events

Media
Channel

Scope
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Advocacy Objective # 1

